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Abstract:

Modern critical infrastructures are increasingly turning into distributed, complex Cyber-Physical
systems that need proactive protection and fast restoration to mitigate physical or cyber incidents
or attacks, and most importantly combined cyber-physical attacks, which are much more
challenging, and it is expected to become the most intrusive attack.

This is particularly true for the Critical Energy Infrastructures (CEI). Taking into account the
importance of energy in our life and its influence on other critical infrastructures, CEl requests
significant attention.

This manifest aims to initiate a Pan-European Critical Energy Infrastructure Security Stakeholder
Group (CEIS-SG), which will guide and integrate the Energy Infrastructure sector’s continuous
effort to improve the security and resilience of its critical infrastructure. CEIS-SG will be a think tank
and information exchange ecosystem targeting safer and more sustainable European Ciritical
Energy Infrastructures.
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Disclaimer

This document may contain material that is copyright of certain DEFENDER beneficiaries, and may
not be reproduced or copied without permission. All DEFENDER consortium partners have agreed
to the full publication of this document. The commercial use of any information contained in this
document may require a license from the proprietor of that information.

The DEFENDER Consortium is the following:

FEIIETELL Participant organisation name S Country
number name

01 Engineering-Ingegneria Informatica SPA ENG Italy
02 THALES Research & Technology THALES France
03 SingularLogic S.A. SiLO Greece
04 SIEMENS SRL SIEM Romania
05 Ineo Energy & Systems (Energy Generation) ENGIE France
06 Studio Tecnico BFP srl (Wind Farms/SME) BFP Italy
07 Electricity Transmission Operator (TSO) ELES Slovenia
08 ASM Terni SpA (DSO) ASM Italy
09 Ministero Dell' Interno PdS Italy
10 Dr. Frucht Systems Ltd DFSL Israel
11 Venaka Media Limited VML UK
12 Power-Ops Limited POPs UK
13 e-Lex ELEX Italy
14 Institute for Corporate Security Studies ICS Slovenia
15 Rheinisch-Westfalische Technische Hochschule Aachen RWTH Germany
16 TEI of Sterea Ellada/Electrical Engineering Dept. TEISTE Greece
17 Uninova UNI Portugal
18 Jozef Stefan Institute JSI Slovenia

The information in this document is provided “as is” and no guarantee or warranty is given that the
information is fit for any particular purpose. The user thereof uses the information at its sole risk
and liability.
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Members of the CEl Security Stakeholders Group

The initial/founding members of the CEIl Security Stakeholders Group are:

Engineering-Ingegneria
Informatica SPA

H2020 DEFENDER Project Coordinator

Technical Education
Institute of Sterea Ellada
European Union Agency for

Network and Information
Security (ENISA)

. . Centrul Roman al Energiei
Vice-President Bruxelles (CRE)

H2020 DEFENDER Project Technical Manager

Officer in NIS
Secure Infrastructures & Services Unit

Rede Eléctrica Nacional, S.A.

System Operator Management Advisor Portugal

Ministry of Defence

Head of Government coordination group for CIP Republic of Slovenia

Special advisor to Director of National Security National Security Authority
Authority (NSA) Republic of Slovenia Republic of Slovenia
Head of Research and Innovation Area Fondazione FORMIT

Notice

The document describes the persona opinion of the individual experts and does not bind in any
way the relevant organizations.
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Acronyms

B2B Business to Business

B2C Business to Customers

CEl Critical Energy Infrastructures

CEIS-SG Critical Energy Infrastructures Security Stakeholders
EC European Commission

EV Electrical Vehicles

H2020 Horizon 2020

loT Internet of Things

IT Information Technology

LEA Law Enforcement Agency

LPT Large Power Transformer

O&M Operation and Management

PV Photovoltaic

RES Renewable Energy Sources

SCADA Supervisory Control and Data Acquisition
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1 Energy Sector Overview

Modern critical infrastructures are increasingly turning into distributed, complex Cyber-Physical
systems that need proactive protection and fast restoration to mitigate physical or cyber incidents or
attacks, and most importantly combined cyber-physical attacks, which are much more challenging,
and it is expected to become the most intrusive attack.

This is particularly true for the Critical
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Energy Infrastructures (CEIl). As Commerical Faclities 7, 3%
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Homeland Security, during 2015, the W 14 BAL
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account the importance of energy in
our life and its influence on other Govemment Facliities 13,5% ____ 4
critical infrastructures, CEl requests Food and Ag 2. 19

significant attention.

Today, CEl are characterized by vast,
geographically-dispersed,  widely- Figure 1: Incidents of Cyber Attacks in US in 2015
diverse infrastructure of assets

forming a multifaceted operational environment with complex ownership and regulatory structures,
accompanied by ubiquitous human involvement at different levels (CElI O&M, monitoring & control).
Indeed as shown in Figure 2, Critical Energy Infrastructure is composed of power generation plants,
either traditional (e.g. fossil fuelled, hydro-electric plants or nuclear plants) or distributed Renewable
Energy Sources (RES) generation plants (either photovoltaic PV Parks or Wind Farms), which all
together fulfil the electrical energy demands as requested by energy consumers, transmission and
distribution networks and energy producers/Consumers (prosumers) end-users and Electrical
Vehicles (EVs).
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Figure 2: Critical Energy Infrastructure

The power Transmission System and the power Distribution Grid Network Infrastructure lie at
the very heart of any CEIl system. A lot of existing advanced monitoring and control technologies are
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able to effectively deal with either physical (due to natural hazards or malicious attacks, including
terrorism actions) either technical (e.g. due to abnormal operating conditions as a result of accidental
faults caused by infrastructure aging or by instability created by intermittent decentralized RES power
generation), or cyber-security threats at individual level. However, the reciprocal interaction and
related impacts of threat types is not adequately captured and accordingly managed.

As for the CEI generation side, the traditional Power Generation Plants (i.e. fossil fuelled, hydro-
electric plants and nuclear plants) are now more and more complemented by renewable energy
sources (RES), such as wind farms and photovoltaic (PV) parks. As a matter of fact, on Sunday 15
May 2016, RES supplied nearly all of German domestic electricity demand [2], while on 6 June 2016,
North Sea region countries (Belgium, Denmark, France, Germany, Ireland, Luxembourg, the
Netherlands, Norway and Sweden) agreed to create good conditions for the development of offshore
wind energy hinting that RES sites proliferation is a manner of time [3]. Like network assets,
generation plants represent key CEl's facilities, exposed at both cyber and physical attacks. Such
attacks may result in insufficient generation capability and power supply interruption at the end-users’
side, which may, in turn, negatively affect business activities for a variety of (mainly business-oriented)
end-users. Although bulk generation plants are usually more susceptible to physical threats, smaller
scale intermittent RES generation plants may be widely exposed to both physical and cyber threats;
the lower security requirements derived from the growing usage of interoperable IT management
platforms and communication protocols are introducing new security gaps in the dispersed generation
networks, making CEl security overarching difficult to manage, hence more susceptible to attacks that
could wreck enormous damage on the entirety of a CEIl. As such, Cyber-Physical protection of CEl
generation sites is of paramount importance.

In parallel, the energy customers become energy prosumers in a new, decentralized open electrical
energy production framework, allowing everyone to actively interact with the energy system. Smart
devices and the related IT management platforms deployed at the level of decentralized energy
resources (i.e. prosumers) such as Smart Meters and Smart Inverters, offer many advantages to B2B
(and B2C via aggregators) consumers and the utilities as they can cooperate directly in a variety of
collaborative value-added flexibility provisioning services. Nowadays the home appliances are
connected by Internet of Things (IoT) enabling more controllability to the prosumers. The existence of
energy prosumers incurs additional cyber risks, stemming from the lack of definite data protection and
privacy management tools, potentially allowing for the disclosure of confidential information on
electricity consumption and load shapes hence negatively affecting the prosumer entrepreneurial
activity. As such Cyber protection of CEI last-mile is also mandatory.

Last but not least, humans should be brought in the front of the effective CEl security management
lifecycle, by considering different perspectives. People may be effectively used as virtual sensors to
contribute to threat detection and can be eventually leveraged as first order responders to accidents,
disasters or attacks, given that data privacy requirements are met. Interestingly, they should be
simultaneously considered as potential threats subject to detection and mitigation, when potential non
malicious workforce activities are considered e.g. due to lack of experience, insufficient training or
lack of motivation, or attention, etc.

CEIS-SG Vision: The European Union should protect legacy CEl and design a new generation of
more resilient and self-healing European Critical Energy Infrastructure able to survive large scale,
combined, cyber-physical-social incidents and accidents, and guarantee the continuity of operations,
while minimizing their cascading effects in the infrastructure.

© CEIS-SG Members, 2018 8
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2 Critical Energy Infrastructures’ threat categories

The risk environment of the Energy Sector continues to evolve over time as technology advances,
market patterns shift, and environmental factors. Risk is defined as a function of consequences:
human and economic, vulnerabilities and threats.

Various organizations, from government (es. LEAs) and research institutions, conduct a wide variety
of risk and threats assessments of the Critical Energy Infrastructure. Considerable media attention
has also been devoted to threats towards energy infrastructure, including physical and cyber security
threats, natural disasters, space weather events, and possible terrorist attacks. Once threats have
been identified, consequences and vulnerabilities can be quantified to determine the cost benefits of
risk mitigation measures. In many cases the consequences may be even cascading towards other
critical infrastructures. However, the types of threats faced by the electricity infrastructure vary widely,
as well as the meaning of “risk” as perceived by each organization. This section provides a high-level
overview of the various types of risks and threats in the Energy Sector.

2.1 Energy Infrastructure main risk categories

Based on literature studies [1][4][5][6][9] and on the CEIS-SG and the DEFENDER consortium (i.e.
Energy Utilities, IT companies, law companies, research institutions) extensive expertise in securing
critical infrastructures and cyber security, a wide variety of issues were considered CEIl Security
threats. Despite the differences in what constitutes risk, several issues as the key risks and threats
are identified:

e Physical Security and Resilience

o Natural Disasters and Climate Resilience

e Aging Infrastructure and the risk of low Infrastructure investment
o Cyber security threats;

¢ Growing gap in workforce development

e New unknown risks emerging from the combination of cyber and physical attacks and risk
assessment

The CEIS-SG will collaborate with many initiatives to address the following evolving risks & threats in
CEl, also providing feedback to other critical infrastructure authorities.

CEIS-SG Goals: Assess and analyze physical, human and cyber threats and vulnerabilities of Critical
Energy Infrastructures and their cascading consequences to interrelated Critical Infrastructures and
secure the existing and new CEIl at pan-European level through informed risk management, risk
mitigation activities and countermeasures deployment, while accounting for the costs and benefits of
security investments.

© CEIS-SG Members, 2018 9
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2.1.1 Risk 1: Physical Attacks

Electric power generation, transmission and distribution
systems are susceptible to physical attacks, with generally
little risk to the attacker. Specific points of vulnerability and
physical terrorist attacks can be better understood by
considering each major element of power systems:
generators, substations, transmission towers, natural gas
pipes, distribution components, system control centres.

Indicatively, in April 2013, attackers used high-powered rifles
to destroy several transformers at a transmission substation
in USA (California). Although the targeted utility avoided a blackout, the incident incurred more than
$15 million in damages that required nearly a month to repair [7].

The Critical Energy Infrastructure also faces significant physical security risks, ranging from stealing
the copper from the Energy Infrastructure network components, in many cases cutting off links and
loops even under significant voltage, to attacks to the physical electric infrastructure such as Large
Power Transformers (LPTs) and the infrastructure that control cyber components. Physical attacks to
the grid can “adversely impact the reliable operation of the Bulk-Power System, resulting in instability,
uncontrolled separation, or cascading failures.” [8] Though there are LPT manufacturers (e.g. ABB,
Siemens) and one of the most important LPT testers (DNV-GL) within the European Union supply and
procurement of LPTs can be challenging, as it can take more than 12 months to replace an LPT due
to its long and complex procurement process. Recent terrorist attacks in Belgium, France and
Germany have shown that terrorists are closer than we think.

The overwhelming majority of attacks (74%) on energy targets during 2010-2014 were bombings.
Even though bombings were also the most common attack type for terrorist incidents in general during
this time period, they accounted for a lower percentage (54%) as compared with attacks on energy
targets. Facility and infrastructure attacks, which include arson and sabotage tactics, are the second
most common type of attack against energy targets. They are also more than twice as prevalent,
accounting for 11% of attacks, as compared with terrorist incidents in general (4.5%)[9].

2.1.2 Risk 2: Natural Disasters

Extreme weather-related events, including lightning and
storms, have historically been the biggest threat to CEI.
Natural disasters, such as floods, earthquakes, forest-fire
and others, may significantly impact the transmission and
distribution network, and the reliability of electricity grids.

Though early energy production and distribution systems are
designed to respond to weather variability such as daily
changes in temperature, CEl is vulnerable to direct impacts
from severe weather events and extreme weather disasters.
Specifically, in US, hurricane Sandy in October 2012 cut power to more than 10 million homes and
businesses in 17 states along the East Coast, in some cases for weeks [11].

Europe is also vulnerable to extreme weather-related events and natural disasters. In 2014, storm
Darwin left about 280,000 electricity citizens in Ireland without supply, while in October 2017, due to
storm Ophelia, approximately 360,000 electricity customers were left without power as a result of over

© CEIS-SG Members, 2018 10
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3,200 individual faults on the network across the Ireland. ESB announced that “Fallen trees on
overhead lines are responsible for most of the damage to the network,... five to ten per cent of those
who’ve lost supply may not see their electricity back for more than 10 days”[12].

2.1.3 Risk 3: Aglng Energy Infrastructure and Assets

Significant numbers of critical infrastructure assets (such as
poles, electrical equipment, substations), in the US have
reached or are approaching the end of their designed life span
[13]. The situation is similar or even worse in many EU critical
energy infrastructure components. Although an infrastructure
does not fail because of advanced age alone, aging assets
may have degraded performance or functional obsolescence
that increases the risk of failure.

Especially in case of CEIl transmission and distribution
network, installation/ renovation is very costly, and typically requires long lead times for planning and
involves stakeholder processes, public policy, and construction challenges. For example, in US, in
2015, investor-owned electric utilities and stand-alone transmission companies invested $35 billion in
transmission and distribution infrastructure (5% increase in distribution and 24% increase in
transmission investment over 2014) [14]. In conducting a comprehensive long-term assessment of the
assets and systems as well as for future investments, Energy Utility owners and operators are
increasingly considering building resilience into new infrastructure through a variety of approaches,
including energy infrastructure security “by design”. Moreover, the energy utilities in collaboration with
governmental policy makers and regulators are working towards the challenges of raising the needed
capital to fund transmission and distribution networks development, along with cross boarder links and
cross-connects.

Here is should be noted that aging infrastructure risks affecting structural parts of the assets are out
of scope, such as dams and/or casing aging risk assessment in hydropower plants, or bulk generation
fossil-fuelled plants.

2.1.4 Risk 4: Cyber security

Critical infrastructure is vulnerable to all type of attacks and
increasingly to attacks committed through the Internet [15].

Cyber threats to CEl are an evolving security challenge that
can impact European security, public safety, and the
economy in general. As the private sector owns and operates
most of the CEI assets and networks, and governments are
responsible for national security, securing CEIl against cyber
threats is a shared responsibility of both the public and private
sectors. An example of direct attack is ISIS’ attempt to hack US electrical power companies in October
2015.

In Europe, till recently the most well known event, was the Ukrainian power grid cyber attack in
December 2015, where cyber attackers hacked the Ukrainian utilities’ networks, gained access and
manually switching off 43 power to electrical substations [16]. In December 2016, Ukraine suffered

© CEIS-SG Members, 2018 11
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another cyber-attack. This time it was fully automated, as hackers struck an electric transmission
station north of the city of Kiev, blacking out a portion of the Ukrainian capital equivalent to a fifth of
its total power capacity. The outage lasted about an hour, so it can hardly be characterized as a
catastrophe; still it shows that electricity network remains venerable to cyber-attacks [17].

It is generally recognized that smart devices and SCADA will be an entry to CEl, allowing practically
anyone to gain access and interact with the infrastructure. However, EU community, via a number of
research projects (e.g. H2020 SUCCESS project[18]) and own resources works with industry to
develop new cybersecurity solutions for energy delivery systems through an integrated planning and
research and development effort. The aim of the SUCCESS project is to reduce the risk of energy
disruptions due to cyber incidents as well as survive an intentional cyber-attack with no loss of critical
function. A comprehensive risk management approach may provide a means to develop a
cybersecurity strategy tailored to the unique requirements of each Energy Ultility or Energy asset
owner.

2.1.5 Risk 5: Aging workforce

Human Factor is always a risk. However, the growing
potential gap in available skilled personnel to replace the
retiring workforce has been a real concern in the Energy
Sector for some time. More than half of utility workers will
be eligible to retire in the next few years, taking years of
experience with them, yet attracting a new generation of
skilled workers is challenging.

Especially the percentage of the lineworker workforce
expected to retire within the next five to ten years could
approach 40-50% in some organizations. The loss of institutional knowledge is a critical concern,
especially for a profession heavily dependent on mentoring and on the job training. Although the
number of lineworker training institutions has grown considerably, analysis indicates a significant
forecasted shortage in the availability of qualified candidates. In US it is estimated that the shortage
in the availability of qualified lineworker may be as high as 20% of the current workforce [19]. In 2010,
as a reaction to the aging workforce in the electricity sector, the US Department of Energy awarded
nearly $100 million of funding to support 54 workforce training programs in the utility and electrical
manufacturing industries to train approximately 30,000 people [20].

Similar problems (in many cases even more pressing ones) are also visible in Europe and the
European energy sector stakeholders have been undertaking proactive measures to address the
prospective shortage of trained personnel via industry-wide workshops and conferences. The CEIS-
SG is another effort to promote a Culture of CEI Security along with best practices at pan-European
level, contributing towards the creation of experienced workforce.

© CEIS-SG Members, 2018 12
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2.2 Critical Infrastructures’ Interdependencies

The last couple of years, technical innovations and developments in digital information and
telecommunications dramatically increased interdependencies among the critical infrastructures. The
energy infrastructure provides essential fuel to all other critical infrastructure sectors, as without
energy, none of them can operate properly [18]. In turn, it depends on other critical infrastructure
sectors, such as communications and information technology.

Figure 3 provides a simplified illustration of interdependencies among 16 critical infrastructure sectors,
including the 4 critical sectors (i.e. Energy, Water, Communications, and Transportation) that provide
lifeline functions to all critical infrastructure sectors.

Nuclear Reactors,
Materials, and
Waste

Chemical

Commercial
Facilities

Inforrnﬂ
Technology
- Critical
Manufacturing
Healthcare and
Public Health
Dams

Government
Facilities Detonce
Industrial
Foodand

Agriculture Financial Emergency

Services Services

Figure 3: Critical Infrastructure Interdependencies [18]

Table 1 (based on [22]) provides a high level overview of the interdependency among the critical
infrastructures and the services that they offer and consume. As shown in Table 1, the Electricity
Critical Infrastructure provide essential power to Communication, Transportation, and Water Sectors,
and in return both subsectors rely on them for fuel delivery (transportation), electricity generation
(water for production and cooling), as well as control and operation of infrastructure (communication).
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Table 1: Critical Infrastructures Interdependencies
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3 CEIl Protection draft roadmap

The CEl threats and needs have already been analysed by the DEFENDER consortium and an initial
(draft) roadmap of near-, mid- and long-term milestones on CEIl protection is provided in Table 2. The
roadmap will be further discussed and analysed during CEIS-SG activities.

Strategies

1 Risk Assessment | 2. Protective Measures | 3. Manage Incidents 4. Culture of Security
Near-term Milestones by 2020
1.1 Common terms |2.1 Evaluate the 3.1 Tools to identify 4.1 Public awareness of CEl
and measures robustness and self- incidents across all levels resilience efforts
specific to each healing of new of CEl 4.2 Pan-European Stakeholders
CEl segment. platforms, systfems, 3.2 Tools to support and group to share mitigation
1.2 CEl segments networks, architectures, | implement incidents strategies and define a
categorization in and policies management security roadmap
Security Tiers commercially available
Mid-term Milestones (4—7 years) By 2024
1.3 Majority of 2.2 Scalable access 3.3 Incident reporting 4.3 Active Involvement of
infrastructure and control for all energy guidelines accepted and Humans in the Loop for CEI
asset owners delivery system implemented by each protection using trusted
baseline their devices available energy subsector blockchains’ based
security posture via |2 3 Next-generation, 3.4 Real-time forensics bidirectional information flows
energy subsgctor interoperable solutions | capabilities and cyber 4.4 Compelling business case
specific metrics for secure event detection tools developed for investment in
communications commercially available CEl security
Long-term Milestones (8-10 years) By 2028
1.4 Cyber-physical risk| 2.4 Self-configuring 3.5 Lessons learned and 4.5 Significant increase in the
assessment tools infrastructure enables best practices from skilled employees and
commercially operations’ continuation| cyber/physical incidents volunteers in CEI security
available during incidents shared and implemented
Security monitoring | CEIl architectures able Fast self-mitigation of CEl security practices shared
of all CEl levels and | to continue operating | cyber/ physical incidents, among stakeholders,
across cyber- during cyber/physical quickly return to normal academia, and government
physical domains incidents operations

Table 2: DEFENDER Energy Infrastructure protection strategies, roadmap and goals
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